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1
Decision/action requested

Approve this contribution, which  updates the solution#7 in TR 33.809
2
Rationale

Solution #7: Verification of authenticity of the cell 

6.7.1
Introduction  

This solution#7, address the key Issue#2 “Security Protection of system information” and the following security and privacy areas:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

A cell periodically broadcasts synchronization signals and system information (SI). UE detects a cell based on the synchronization signals. If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful. This solution does not verify the authenticity of the cell during initial registration procedure. 

6.7.2
Solution details  

6.7.2.1
System Information verification using Digital Signatures  

This solution is applicable only for verification of authenticity of the cell during RRC_IDLE mode and RRC_INACTIVE mode cell reselection. This solution is not applicable for cell authenticity verification during initial Registration procedure.

In order to enable the UE to validate the authenticity of received system information, the NR digitally signs the broadcasted system information as shown in Figure 6.7.2.1-1. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air. K-SIGPrivate is specific to the Tracking area. The private key (K-SIGPrivate) is provisioned in the gNB by the MNO. The public K-SIGPublic key and its lifetime is provisioned by the core network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2. Time Counter is maintained based on UTC time (number of UTC seconds in 10 ms units since 00:00:00 on Gregorian calendar date 1 January, 1900 (midnight between Sunday, December 31, 1899 and Monday, January 1, 1900), similar to the mechanism used in ProSe Discovery protection TS 33.303) and can be units of milliseconds or seconds or minutes. 
Comment 1: Large granularity of time units gives more time for reply for replay attacks. If time unit is, say 1 minute, that means the private key+ LSB of time counter remain same for 1 minute. This is sufficient for an attacker to replay the DS from a genuine base station. Smaller granularity can prevent this copy and replay, but harder to achieve very tight synchronization.
The gNB obtains a value for a UTC-based counter associated with a transmission slot based on UTC time. The UE may obtain UTC time from any sources available, e.g. the RAN (via SIB, as in LTE via SIB16), NITZ, NTP, GPS (depending on which is available). The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted. The usage of Time Counter ensures that received system information cannot be replayed. There can be differences in the Time Counter maintained in the UE and the AN because of different UTC source or implementation errors. To take care of these errors least significant bits of TimeCounter are also transmitted along with system information.
Comment 2: There is no single source of clock the UE and Base Station is synchronized with. This means there can be gaps between the reference time of the network and the UE. Within the gap, the DS remains valid. The DS from a genuine base station can be replayed during this time.

On receiving the system information the UE generates digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.
Comment 3: If a False BS replays message from a valid base station, “The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI “ this check would pass at the UE, because all the parameters used by the UE to validate the DS pertains to the genuine Base Station.
The size of the digital signature leads to increase in the signalling overhead. In order to reduce the overhead, digital signature can be generated for multiple system information together instead of generating the digital signature for each system information. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.

Editor’s Note: It is FFS whether the K-SIG-Priv of all gNBs within a TA are same or different. The possible key leakage if the same K-SIG-Priv is shared by all eNBs needs to be considered.
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Figure 6.7.2.1-1: System Information verification using Digital Signatures
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Figure 6.7.2.1-2: Provisioning of Public Keys to the UE

Editor’s Note: It is FFS, how the UE handles location update reject message from a false base station. 
6.7.2.2
System Information verification using Identity Based Cryptography

The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  Furthermore, UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  In order to verify the authenticity of the cell, the NR act as "signer" and the UE act as the "verifier" (according to the definitions in RFC 6507).  The NR uses SSK associated to the cell to sign the system information, and the UE uses the public key of the CN and the cell ID specific PVT to verify the signature.  
Comment 4: It is not practical to provision to provision UEs with Public Validation Token (PVT) specific to each cell. In large networks, there are huge number of cells, provisioning wouldn’t scale in large networks. Also, it will prevent roaming. PVT is not practical.
As mentioned in the clause X.Y.2.1, the time counter is used as the input for signature generation and also to reduce the overhead; digital signature can be generated for multiple system information together and protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.

6.7.2.3
Optimization of SI verification using the other SI

5G SI is divided into minimum SI and other SI. The other SI may either be broadcast, or provided in a dedicated manner by the gNB, triggered either by the network or upon request from the UE [62]. The authenticity verification information can be classified into the other SI. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.1-3) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.1-4). As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB. 
Comment 5: For SI verification using other SI, if UE sends a random value in the request or any unique input from the UE is also included in the signature calculation, this can mitigate any attacks arising from mis synchronization of the clock.
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Figure 6.7.2.1-3: Cell authenticity verification using other SI
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Figure 6.7.2.1-4: Transmission of cell authenticity verification using other SI

Editor’s Note: During the 5G Phase-1 study, the following observation/comment was made on this solution. This comment needs to be addressed in this study. 

· The UE checks that the timestamp is within an acceptable time-window before it verifies the signature to prevent replay attacks. But, UE does not having access to that accurate clock information for signature verification.

6.7.3
Evaluation

Though multiple schemes to verify the authenticity of the SI messages are discussed here, because of the broadcast nature of SI messages and free connectivity to the network, there are inherent difficulties in totally protecting the network from all possible attack scenarios. Also, all the base stations are not expected to be synchronized to the same clock source. The UE primarily depends on the base station to get a reference clock, hence small clock offsets need to be accommodated between the base stations.  Similar time clock offset difference need to be accommodated between the UE and the base station, UE is connecting to. Based on the duration of the offset, there could be replay attacks possible.
However integrity protecting the SI broadcasts with time limits the replay attack, and protects the contents. Replay will become possible only using the same parameters as from a valid base station. This may create much RF interference and certainly limits the scenarios for false base station deployment.

6.7.4
Assessment using Annex A.3
6.7.4.1a UE Aspects

Based on threshold of detected cell’s signal, UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful.

Verification using Digital signatures:

1. On receiving the system information the UE generates digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

2. The UE may obtain UTC time from any sources available, e.g. the RAN (via SIB, as in LTE via SIB16), NITZ, NTP, GPS (depending on which is available). 

3. The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted.
Identity Based Cryptography for Digital Signature Verification:

1. The UE act as the "verifier" (according to the definitions in RFC 6507).

2. UE uses the public key of the CN and the cell ID specific PVT to verify the signature.

Reduce the overhead using other SI:

1. Upon UE’s request, the other SI may either be broadcast, or provided in a dedicated manner by the gNB.

2. The UE checks that the timestamp is within an acceptable time-window before it verifies the signature to prevent replay attacks.

6.7.4.1b
UE actions upon detection of invalid signature

If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. If the verification of the signature fails at UE, then the UE considers system information is not authentic and therefore the cell is not authentic. The UE initiates cell re-selection procedure.

6.7.4.2
Threats that are mitigated by signed SI messages

This solution address the key Issue#2 “Security Protection of system information” and the following security and privacy areas:

#1 DoS attack on UE: attempts to hinder the UEs' access to the network.

#2 DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

This solution is applicable only for verification of authenticity of the cell during RRC_IDLE mode and RRC_INACTIVE mode cell reselection. 

6.7.4.3
Threats that are not mitigated by signed SI messages
This solution is not applicable for cell authenticity verification during initial Registration procedure

6.7.4.4
Provisioning of keys

For Digital Signatures,

1. K-SIGPrivate is specific to the Tracking area. The private key (K-SIGPrivate) is provisioned in the gNB by the MNO.

2. The public K-SIGPublic key and its lifetime is provisioned by the core network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2.

For Identity based cryptography,

1. The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  
2. UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  
6.7.4.5
RAN aspects 

A cell periodically broadcasts synchronization signals and system information (SI). 

Verification using Digital signatures,

1. NR digitally signs the broadcasted system information as shown in Figure 6.7.2.1-1. 

2. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. 

3. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air.

4. The gNB obtains a value for a UTC-based counter associated with a transmission slot based on UTC time. 

5. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.

Verification using Identity Based Cryptography,

1. The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  

2. NR are configured with the Secret Signing Key (SSK) associated with its cell identity.

3. In order to verify the authenticity of the cell, the NR act as "signer" (according to the definitions in RFC 6507).  

4. The NR uses SSK associated to the cell to sign the system information

Other SI Optimization,

1. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.1-3) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.1-4). 

2. As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB

6.7.4.6
VPLMN aspects 

Verification using Digital signatures,

1. The public K-SIGPublic key and its lifetime is provisioned by the Serving network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2.

Verification using Identity Based Cryptography,

1. The serving network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  

2. Furthermore, UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  

Other SI Optimization,

1. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.1-3) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.1-4).
2.  As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB.
6.7.4.7
HPLMN aspects 

No HPLMN aspects/impacts

6.7.4.8
Network sharing aspects

No Network sharing aspects/impacts

Editor’s Note: Network sharing aspects to be further assessed. 

6.7.4.9
Roaming aspects

No roaming aspects identified

6.7.4.10
Regulatory aspects 

The solution is about digital signature and can be optional for UE to verify during Idle or Inactive state, therefore no Regulatory aspects identified.

6.7.4.11
Signature schemes

There could be one or more signature schemes like:

· Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [9]. 
· Others
Editor's Note: Further explanation are TBD.

6.7.4.12
Signature length

Editor's Note: Explanation is TBD.

6.7.4.13
Resistance against Quantum Computing

None identified as of now.

3
Detailed pCR proposal

*********************Start of Changes***************************

6.7.3
Evaluation

Though multiple schemes to verify the authenticity of the SI messages are discussed here, because of the broadcast nature of SI messages and free connectivity to the network, there are inherent difficulties in totally protecting the network from all possible attack scenarios. Also, all the base stations are not expected to be synchronized to the same clock source. The UE primarily depends on the base station to get a reference clock, hence small clock offsets need to be accommodated between the base stations.  Similar time clock offset difference need to be accommodated between the UE and the base station, UE is connecting to. Based on the duration of the offset, there could be replay attacks possible.

However integrity protecting the SI broadcasts with time limits the replay attack, and protects the contents. Replay will become possible only using the same parameters as from a valid base station. This may create much RF interference and certainly limits the scenarios for false base station deployment.
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